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The art of making the right decisions
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The missing piece of the puzzle
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Risk perception
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Overall, risk perception can be explained as a subjective understanding, 
of which the individual’s preconditions, context and intuition determine 

how a risk is experienced and assessed (Slovic, 2000: 220).



The big unknown factor

THE PERCEPTION GAP!
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So what’s next? 
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By translating our expert knowledge, we create
a foundation for qualified decisions about risk and mitigation.



And now we add the emerging threats!!

First we had Covid-19 

”Let’s go more digital”

7

Then came the war

”Let’s go redundant!”



What to expect in the future ?
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https://www.sciencedirect.com/science/article/abs/pii/S1361372313700538

Cybercrime as a service (CaaS) and the main cashcow - Ransomware 
attacks are booming 

https://www.kaspersky.com/about/press-releases/2021_over-half-of-ransomware-
victims-pay-the-ransom-but-only-a-quarter-see-their-full-data-returned

https://www.sciencedirect.com/science/article/abs/pii/S1361372313700538
https://www.kaspersky.com/about/press-releases/2021_over-half-of-ransomware-victims-pay-the-ransom-but-only-a-quarter-see-their-full-data-returned


https://www.zdnet.com/article/cybercriminals-scanned-for-vulnerable-
microsoft-exchange-servers-within-five-minutes-of-news-going-publichttps://www.zdnet.com/article/this-is-how-fast-a-password-

leaked-on-the-web-will-be-tested-out-by-hackers/

The hackers are ahead! 



There will always be vulnerabilities – human and technical
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https://www.zdnet.com/article/only-5-5-of-all-vulnerabilities-are-ever-exploited-in-the-wild/

https://www.zdnet.com/article/ransomware-this-is-how-half-of-attacks-begin-and-this-is-how-
you-can-stop-them

https://www.zdnet.com/article/only-5-5-of-all-vulnerabilities-are-ever-exploited-in-the-wild/


We are dependent on each other across sectors – collaboration is key!

Car and medical units have  
23 sim cards all together!

https://ing.dk/artikel/naar-tid-afgoerende-overlevelse-
ambulancer-kortlaegger-mobilnet-paa-sjaelland-261047



Data explosion and hiring people – We have to think differently

https://www.information-age.com/overcoming-biggest-cyber-security-staff-challenges-12349922
https://securityintelligence.com/posts/network-detection-
and-response-network-security/

https://www.information-age.com/overcoming-biggest-cyber-security-staff-challenges-12349922
https://securityintelligence.com/posts/network-detection-and-response-network-security/


Phishing & Social 
engineering

Business continuity plans
Cyber Security Vaults

Collaboration
Continuous testing, testing and testing

Automated Detection and Response. 

Zero Day vulnerabilities Industry 
espionage

https://www.weforum.org/agenda/2021/11/why-move-cyber-security-to-cyber-resilience

Cybersecurity is no longer enough 
– we need Cyber Resilience 

https://www.weforum.org/agenda/2021/11/why-move-cyber-security-to-cyber-resilience


How to mitigate??
Key challenge Mitigation

The hackers are ahead! – they have agile business models, make tons 
of money and invest in AI and ML to recon and attack

Collaborations is key - create communities of trust and share 
vulnerabilities and solutions for the common good. 

Think differently and invest in automation of tasks (AI and ML) 
wherever possible. 

There will always be vulnerabilities – technical and human. 
No matter what we do.

No firm or sector is independent, digitization makes collaboration key!

Staffing shortage and massive amounts of data in cyber security

Cyber security is not enough anymore You cant predict or protect - you have to be able to be Cyber resilient

Emphasize on initiatives that make you recover quickly: 
Business continuity plans (from offline)
Cyber Security Vaults (air gabbed offline backup)
Collaboration with other (trusted circles and MISP)
Continuous testing, testing and testing of the emergency team
Invest in automated Network Detection and Response

Hackers are copying encrypted data - Harvest now and decrypt later 
strategy

No real solutions yet –
Begin planning and implementing the use of quantum encryptions 
where really needed!
Begin mapping where are you using encryption and when the “new” 
ones will be “old”.
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